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[0 0 0 11 

I EEE 1 3 9 4 v-y T7W<;^/j:if<D^g(5^^^t(0>f V 
[0 0 0 2] 

[0 0 0 3] «?llxtfDVD (D i 

gital VersatileDisk) (cgffl^cix 

[0 0 0 41 ^(CMPEG 2 t 20 

iB^j««^^. ^mmw^m\:.x^mm\^'^hi^l^. mp 

[0 0 0 51 35^. rcoi; ^^^xv^^/W^^^-v'V^ycD^ 30 

[0 0 0 61 ^r-e. CPTWG (Copy P r o t 
ection TechnicalWorking G 
roup) -Qkt. ^/v^;^y^>rT7^— ^cD^jIKc^Jil/jr 
»c-B:fto^<;^>r ^'^^ :7cn>r^-efc6 I EEE 13 9 4 

y T/W^ fR] {t fctf fc /.C =3 t-w- ^ ^ >5r 
^ («T. I EEE 1 3 9 4 =ie-->^n7^>5^ 

[0 0 0 71 I EEE 1 3 9 4 vy TyW^^li, Xi;?>5? 
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[00081 I EEE 1 3 9 4 =3 tf— :/D7"i5^ hft^g 

t>*vfcP&#>fk:>^t3 ^zI/^S:^v^-5r idJ: IEEE 
1 3 9 4 v-y T/w^;;^S::^^bTxv^^/^tf7^;^^w— 
-V. "^y VVyzf^ff-y^ TV. y-^/w^i ^-if 

- if <omsra -es tt ffi b $ tt -5 X /i- =^ V ^> 

[0 0 0 91 

[^5g^5^«:LJ:5i:-r5^1 b;^^L. 

I EEE 1 3 9 4 v-y T/w^:^_b{cSfci^Sx— 

[0 0 1 01 E 1 51*. I EEE 1 3 9 4 =iif— :/r37" 

Vtfzi. — ^ (PC) 1. ^vVVy-^^i^y^y^ (ST 
B) 2. *5j:t;?y^v^>5^yWtr7^:t-:«7^ ^ (DVC) 3^03 
-:>(r>m^i>'^ I EEE 1 3 9 4 v-y T/w^^ 1 O^Sr^LT 

[0 0 111 rti.6>^'^— y-^/^^' vtf^->? (PC) 

1. ±y h hy':^^^^:^ (STB) 2. isXXJ^f-J^^ 
7Vyf=f:^ti:^'7 (DVC) 3 Ji. ^tl^^tu I E E E 1 3 

9 4 v-y r/w^;^ 1 0 i:o^ v^— :7:i:^>^gB{c. sf-^ 

>fk«B (Cipher) . m^^fcSP (D e - C i p h e 

^-^fkl^C (D e -/C i p h e r ) S^^LTV^^o 
[0 0 1 21 -r/j:t?t>. I EEE 1 3 9 4v'y Tyw^;^ 
1 OSr^LTftfecomSr-T^i^^/VriV'T^^-^^coa^SrtT 
oy'^y^)Vyff:^^:^'7 (DVC) 3 {coV^T^*Pf -^{b 
(C i p h e r ) ;$5^(t?>n. IEEE 1 3 9 4->y 
r/W<><.l OSri^L-C^tk<D^^cDra-exv^^/i-:=i>^^ 
:/:V(DS^§:mSr^Tp^^-y-^/i^=' vt-n.-^J' (PC) 1 
^XXl^yYYy':^if-y^:^ (STB) 2^coV^T^i^ 
-^itXm^im (D e -/C i p h e r ) ;^»s^ttt>nT 

[0 0 131 =i}^--:ru'r^ hf>^!^^^^J:'fiyi^/i^=^>y' 

>y\t.^<Dmmm(Dm^\cxoxm-^it^ivfcwc i e 

EE1394i/y T/W^;^ 1 0 ±Kmtf $ tt. ^<OPt-^ 

^n-So 5(c I EEE 1 3 9 4 vy T/w^;^ 1 0 

±{c^fEi^57'— ^^SrPf-^^ki-^r lEEEl 
3 9 4 v/y T/w^;^ 1 0±{cmiv^y^—i^:i^^TjE{c=i\c'' 

[0 0 1 41 y-^/w::i:/tf^— ^ (PC) itcfcv^ 

T(*. m^itXm-^^t^ (D e -/C i p h e r ) f*. 
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PC ly<:^2 0tj:if(O->y^'rJ>^y<:^t I 
EEE 1 3 9 4i^VT/W<::^ 1 0 t<Dm?:M:^\^\^^^£ 
CI 3 9 4:/y 5'i^6rttc^fte>tt^o P 

c I 2 o±tc^iBg-^^k7'-^f^ss^^•rx 

[0 0 1 5] (DVC) 3*3^1* 

"^yVYy-^-^-y^:^ (STB) 2^^^IEEE139 

(PC) l{;ie3?^$tt6B&^it:7^-^t^l 3 9 

^^6(cJ:oT^:5:^;lm•f-^b$i^fclm. pci^^;^20Jb 

(?:>CPU4^MPEGx=^ — ^5(c32|ic>IX^o l^filJ-. 
CPU4^MPEG7^:='— i5^5;i^e>-^5' h VyZf^y^ 
:^ (STB) 2\z.^-J>^^v^&iM.^^^y-i^V^W^^^}i 
PC I^^^ 2 0±(O^X;^5 1 3 9 4:/y vy^;?6ic: 
J:oTS&-^>fb$ttfc^. I EEE 1 3 9 4->y T/W<>^ 

1 o±{caiit) w^tb^o 

[0 0 1 6] roj: 1 3 9 4 ?/i:^6tCBt#-^b 

/m-^>fi::atg^^lS(t5t. PC i^^;^2 oco;^-:7^>'T 
-^rX^^-r^-^<0***6i$-r^wt(i-C^^;«)^ PC 

QXZ.n.^^Vctmt^MtL'f—^ (Plain 
Contents) dSgfcttT b•iV^^^^;l=2 pTIgi: 

[0 0 17] *fc. 1 3 9 4:/y ^yv^6(CrtP^>fb/ffi-^ 

-) ^mwcr'hh\^-:>fmm^'^bz.htmmhfi:^. 

^Jx«. MPEG 2^"=!— ^(COV^-Cfi^X<OffifflcD=3 

^^■7">-:y (— [p1(d;^=i t'— pTx ^pT. 3 1^— :7y 
-) ^^&X'5J:5(--r6i^:>^;65fe5(0(;i*tb. DVD- 
RAM-^HDDtS^cd;^ hw— i^x^M^fl— 

P C I 20 Plain Contents 

i:oT^T:b^^'5;^)^e>-Cfo-2>o -r^^t^ib. 1 3 9 4::/y?/ 
/W=i>t:'^ — ^ t> I EEE 1 3 9 A^y])T/\^^<::^±(0— 
zj. — ^ t I EEE 1 3 9 4^^Vr/l-y<y^±<om(Om^t 

[00 18] DVDbf■7^;^/j:^*(C4t5V^-C^i. t'v^ 
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tp^ ^y-A^bTll^$^^-cv^^^:^s^v\ ro© 

^cssESrb^i:brv^fcco■cl*. r^v^v^ysry r/v>5^^ 
[0 0 19] *^9g^l-b3^o*^ff^c®^-c?fe^^^fct>(D 

[0 0 2 0] 

[0021] rcDv^— ^*!l;3®^a[Ci3V^-CJ^. 7^v^>?^/l- 

^y {^Bt^i b $ ^ * tea^ $ -6 J; 5 , 

40 rT. ^tf-:7y-) Sr?a^J:<fiJPfi-r6r ^;&5prtgt^<c 
[0 0 2 2] ^fc. t*— >^o^>^ >??cOPt 

•r -5 ^SB^'^ ^ -r V ^ - :7 ^ ^ #S $ ^> A«t t- S 
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[0 0 2 31 *fc, StUBaf-ra-T^i? h*|^<07^— 
[0 0 24] pt-v-^^v^-M DS-fflVSr t ICJ; 

[0 0 2 51 ffi^WS'iC.5«»ffi07'-^*^P>fil 
[0 0 2 61 4fc. f^?fi5'^;^±l-Jft$ttSx 
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[0 0 2 71 rOy'— ^'Ma^EfCdSVTIi. flOlES'lS 
[0 0 2 81 F*9$|5-'^;^±JC«ft$tt^x 

fiffil*^ f> ^ tt^h X - ^ Sr sit^s-f- S X - ^ «ia^ 
tSr^mt-f ■5, 

[0 0 2 91 rcDT^— ^5'^2!3a^S^^:*5^^-C«, ttFlSa^^t 

n*fJE£:-f-SBt#{b^^*-5rMIEil^^gJ: t)S:«t5i 
9. JJcv^-ercoBt-^-fb^P^^-SrfiJfflbTSftSS^SBt 

[0 0 3 0] 

;^7^A;K^*s^$ttTV'«S„ roPCllW:. IEEE 
1 3 9 4 vyT/W<;^2 0 0 ^^UT^Ifi5©ri i^v/rL — 

;^ (STB) 12, 7^v?^/Hf7^;*-*p< 7*fcttDV* 
A=t— ^ (DVC) \ ilSXV^7'^^d';\'\fy'yt-:f}±'y 
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M^=i— y (D-VCR) 1 4 tilffiprt6tC^^$tt-C 

[0 0 3 1] -^ly h Yv^-^-y^:^ (STB) 12. =f 
v?^/Hff^;<^;^;y ^ (DVC) 13. ^ ^ 
y':t:^±ry hi-^'—y (D-VCR) 141^. ^H^ix 

I EEE 1 3 9 4 33 1^— T'ciT^^ 

fci6(C. I EEE 1 3 9 4i/y T/w^;^2 0 OircO^V 

^oMeiEi^MU (Authenticator) 12 
1. 131, 1 4 1 Sr^LTV^^o 'T^v?^/^^'^'^^^^^ 10 
<om^mt:nv^iy h hy>^:^y^:^ (STB) 1 2:J3 

Xm-^it^ (D e -/C ipher) 122, 142 

^no'fZ^^/i-^y':t:^;^y (DVC) 13{cov^-C 
m-^it^ (Cipher) 13 2tdn7b^^{fhivX 

[00321 PCll. "ty h hiyy':^iy:^^ (ST 
B) 12. y^-J^/l^}fy'7^:iJ;<y (DVC) 13. 20 
XJ^'r-J^/^^yf'f :t:Jtf'^y h 1^=^—1^ (D-VCK) 14 

I EEE 1 3 9 4 r/w^;^ 2 0 0JiS:te2^$iX 

[00331 PCllf^. m^<DX 5 PCI 1 

/l-::3>'>5r>^>^^gt5^t^^V^^^/K o^»9. CPU^ 

v^^— ywi 1 1. h^yhf^T^v^^/WTVfflO^ 
^—^1 1 3. MPEG27'=i— yi 1 5. DVD-R 30 
AM 1 1 6 (coV^Tf*. P C I 1 0 0 b(0 

ff 0 WMW^M^ (Authenticator) 111 
1, 1131, 1151. 1 1 6 1 ;&5|g:tt^^^TV^5o 
rtie>^^EEAQ;3®^ (Authenticator) 1 
111, 1131, 1151, 1161 <DmM\±. S:*: 

(STB) 12. fi>^/l-yf'f:t:^:^'7 (DVC) 1 
3. ^^n'f-J^^/V'tfy':t:^'tyh\y^—^ (D-VC 
R) 1 4(^-?:ixi:[^C-efci9. xv^^yV33 v^v.^y^rBf 40 

[0034] *fc. cne>CPU^v?^— /H 11.^ 
cx— ^1 1 3. MPEG27^:3^yi i 5co^>^^:7 

^-Y;^?fl5tcfi. Bt-^>fb$tbyh=i^-7^>^:y (en 

crypted contents) <D\f§-^it^M^ir 

^tci^<Dm-^^tmtm^nom'^^t^ (d e - c i p h e 

r) . ifcf^Pt-^^bSC (Cipher) ^O^lStt ^^tb■rv^ 



::r-ei:t. ;hi i 3^col^T^i^&-^>^kg^5 (c 

ipher) 1 1 3 2;d5^tte>ix. C P U-^ei^ir— yH 
1 l*5<tt5MPEG 27^=3— ^1 1 5{COV^Tfi^-^^t; 
as (De-cipher) 1112. 1152 d^Stt e> 

[0 0 3 5] CPU^v^^— /Wl 1 1(^. ^-f >:7a>^o 

'>i^7ie^d^bfii^*ttT*5t). ^sESiJi 1 1 1 tm-^m 

^SBl 1 1 2fi^J^«PC I^^^yy ^;/i?(D-gCi: LT 
^a^jZ^tpr t;^5-t?^^^ CPU^v?^— /H 1 1 

{^(Omm^l 111. St-^^1351 1 1 2. MPEG 2 

7^3— ygpi 1 1 sny-y h^:^Txm^vxh^^\ 

[0 0 3 6] DVD-RAMK^>f >^1 1 6(^PC 1 1 

(om^f^^mmtvxn^fi^ivtihcoxhy). iDE>r 

^LTPC I/^;^ 1 0 OfC^igg^tt^o DVD-RAM 

vy-i-:fi 1 ^\tmm.^mui i e kd^^st^l. m-^ 

fklaS (D e - c i p h e r ) . Bf-^YkSC (C i p h e 

^^7^ byh^^fi|(D^ ^ D V D - R AM 1 

1 6fC|B®i-^fc:J6-Cfc5o 

[0 0 3 7] PClltcl^. ^h\z.^ PCI^^:^10 0 
i:IEEE1394i>'y T/W^>^ 2 0 0 m^^^\^X^ 
mir^l2B Azf}) yi^ll7iAWtnhk\^X\^^o 13 
9 4:/y -yi^l 1 7tc(^. ^SE^UgC. Pt-^ftlFB. 

3^/7"^^-/(^Pt-^>fk$ix/c*^^(D*^PC 10 0 

;^^e> I EEE 1 3 9 4->y r/W^>^2 0 0-^. ;SfcI E 
EE 1 3 9 4 v-y r/W^;^2 0 0;&^e>PC 10 0 

(cteit^$ix6o :icDJ:5t-. 1394:/yiyv^ll7 
ti. PC 1 IF^cO^fg^v^^— /l^t 1 3 9 4x/W:;<^t 

[0 0 3 8] :ir-e. I EEE 1 3 9 4 vyT/W<X 2 
0 OJbcODVC 1 3;6^t>tei^$*x57^v^^/V=r^>^>-/ 

Sr. cpu^v^^— /wi 1 1 -ey:7 hi^znTT^^i— K-f" 

[0 0 3 9] ^-r. DVC 1 3 ^CPU^i^^— /VI 1 
(0 0 4 01 m^H^<D'f'^<-< ::^tf^}£<0^o^^^>''r> 

y <Dmmi:i& ^ ^ t-d^xt ^h<ox&^ :^^^i^>^(Dmm^ 

Dli. 1 3 9 4x>'M;^i3J:U=PC 1 1 l^(D#«itg^v^ 
^ « :7 r - A T ?i if (cffii^) ji* ixT 
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[004 1] Z.(OmU.^M\Z.X ^ CPU^v^^— /H 1 
1 f^DVC 1 3 ^^r— ^■^it^ri.f^-=^>'r 

9 4/^^ 2 0 0:|3J;O^PC 1 0 O^^bTDVC 

1 3;5>^ibCPU^v^^-/H 1 

[00421 DVC13li. 'f-J^/^^^:^'r>y^^^' 
VcV. ^nS:CPU^v?^-/H 1 KciJI^o Pt-^ib^ 

tT.fc:^' VT^v:y^iRt-^>^b$i^ycl^* i 3 9 4^^;^ 2 0 0 

43J:U^PC I^^;^ 1 0 OSr^bTCPU^v^^— /H 1 
CPU^v^^— /V^l 1 lc^=g-f-a5 (De-c 
ipher) 1 1 1 2(miiEtCj:oT#5^c^— ^{goX 
^>'rl^y(DV^^'^M<o CPU^v^^— /H 1 1<0^ 

^ r ^ t> ^ A/-efo 
[0 0 4 31 Bt-^S:^;^^^^^fc:=^>^7^>:y^iCPU^v^^ 
— /H 1 l[H(Oy^ h^^^TMPEG 2x^=1^-^ (De 

coder) 1 1 1 3 (c JzoTx K^ixfc^. ±^ 
1 1 2 i: VGAr3>^ba — ^ 114 SrES^^AG 
P (AcceleratedGraphics Por 
t) Sr^n^LTVGAraV hn — ^ 1 1 4(cai|ibttrS^ 

[0 0 4 41 Z.<DX0\^. v^-J^/i^=^>'r>y^WL0W. 
^i^^— /^ra$>'5V^|^^tg^v^^— /wt 1 3 9 4'r^<4 

I E EE 1 3 9 4^^>^2 0 0*5i:UfPC I 1 0 

[004 51 *fc. PCI If^O^fl^fg^v^rL— /i-SJ^: 

;^=itf-pl. 3t->F^, ::3tf-:7y-) S'^^J:<®J 
[0 0 4 61 S2(;i(^. mi<Di^:^'rM^^V^^yy Y 
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lii 3 9 4 7^^<>r;^?^^ifo^^— K!>::iirT^-^^>r^-efc 

[00471 Authent icato r K^fi. 

tT5o flila^bfcictplC. 1 3 9 4:/y '^v^l 1 7flPC 
1 Irtco^^fg^i^^-zvi: 1 3 9 4 ^x^^ ;^ i: SrSia 

10 m^mm^^<ox^ p ci i rto^^tg^v^^— i 

3 9 4 7"/<>r ;^ ^ f^«co^SE*5i:i5^^>ft;/^g-^^b::7^u 

(c. r>^y^-V3i/:7^n:5^7^;6^f>I^PCl lf^<^# 
1 3 9 4^-/W>^ t SrEJSU-r^r i:^^ 

[0 0 4 81 ia3t;i{*. **^S?^ffi-e.^v^e>^^^^tiE*^L 

>':VSr3lft't*Sfl!)<07^^M>^;65S ource Devi 
c e . Sft't*^{l!)(Ox>'^-< Sink Device 

20 -efc^o 

[00491 Sink Device (i. ^-r> SLI^^ 

(N a) Source Device \Z.iSrto 
-^LT. Sink Device 1^. e^^^fcHI^S: 
vlV^TN a t^hA r ^f^^-T^o 

[00501 Source Device li. 
oTSlHl^t3^ft*P^^:/^A5"^l/^^i^^— (Nb) 
Sr^^b. ^tvSr. ^IiES*fC>tt-r5jS;^^ LTS i n 
30 kDevice tc5S*t'o bT^ Source Dev 
iceti. ^^?>e>^^fcM^SrfflV^TNb^^ibB r Sr>f^^ 

[005 11 :i CD^. Source Device}^. 
^ vy-fe— i;? (Bv)SrSink Device ^;i3ei^o 
-(O^^y-t— (Bv) fi. <^MSt^. Na, B t ht^ 

[00521 Sink Device ;?« 
(Av) SrSource Device (Cj^^o ivfe 
— (Av) (i. Nb, At ht^h^^-^^ 

40 tih<DXi>^o 

[00531 Source Device (i. Av 7b>lE 
bV^^:^^^b. IEbim«ffi#;«)5:iEa/^y^y^>r;;^-Cfc5 

i:¥iMbT^li£Si (Ak) ^f^^o Sink 
Devicet>. B v ;$5:iE bV^;^^Bb. :iEb{mtft@ 
^3&5:iEa/j:^y^>fx-efo-5i:*iJ»fbTME«i (Ak) ^ 

[00541 :L(D^. Source Device 

mmm (Ak) -cR&-^>fbbyh=^^-hn-7Wii (eKx) 

SrSink Device (CaJ^^o Sink Devi 
50 celi. Pt-f->fb^ttfc=»>' hn— /Wgi (eKx) Sr^BE 
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m (Ak) -ePt-^Sr^^L. nv-hn— yugi (Kx) Sr 

[0 0 5 5] fj:^^ m3(DmufinM<o^m\'^h<^'c— 

(0 0 5 61 J3C(C. teiS^i^'57^v^^/l-='>'7'>'^>^^ffi 
S (1111=1 t'-pj. :=2if— ^pT. ritf— :7y— ) ;&5yT 10 

[0 0 5 7] :3t^— TFpI. 1 IhKD^::^ t*— pr<0:=i>'7"> 

y ^^'^m^j^y'^^-f =^ }:f-^-^m ^ i ihjcd^ =i 

J: o T t> Cie)(^:&co trSfi{IO(;i^ ^ -^r 
0 1) o g^tfldx^M^^^^n t--^pr=i^/7^^:y^^a5 

^ (C^ L T =1 — Pi =3 >^ ffl h 
a— /par— (eKcontrol#l) SrSmb. Sft 
ftijy^^^c^ :^ n.^<D =1 If — >F W =1 >'ri^ym<0 =2 >- h P — 
/i-^— (eKcontrol#l) ^SttSl5 {:^'r y 
rsi02)o ^'If— ^pr=i Vt^^-^VStS^ w 40 

1 }^(OJf- =2 tf — PfO =1 ^^7" l^V ^8fc 5 w t 

;65-et6;?I^S^>^^^J»r-r6 (^t^^'^^S 1 0 3) o Sft 

ii^X^^y'^^^ :^X^^\t. SmffiSy'^M ^^ii^bSmfflfl 

ha— /V^— (eKcontrol#2) SrSimb. g 
ftiffly^/M^fi^^O^iV bn— /l^^— (eKcontr 50 
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o 1 # 2) {;^7^'>>^S 1 0 4) o llHl<^;^^ 

lHl<0^=i t"— "pr=» >"x>^y>lor)=2 V h /P^— 

[0 0 6 0] rttiQ^^:/ hn— yw:^— (eKcont 
roi#i, #2) ^*t^^iEbfcJ:5^-Bt-^^t;^i^^c=3v 

a^{ii:^^i?>7^^M ^ (c^sic $ ttr V ^ 6 tecD ^^ffi 

V^■reKc on t r o 1 # 1, # 2 (^Bf-g-^fbSr^t . K 
control#l, #2 ;d5#e>n6o 

[0 0 6 1] r:<DJ:5(-bT. «-Sfi{lOy^/W;^fe(-^ 

=1 fc"— :^ pT. 1 m<r>^ ^ tf — "pJOr^:iro =3 i^'r Srgl 
x-St'/^-Y :^<om^\^ 2 lHl(D^aE(c J: o Tf^;^<^=3 V h 

[00 6 2] <7>s:ft{ii^^^>r :^ t (ommmimi>mT 

-t^t (;^7^^^:7'S 1 0 5) . ^-B^it^^Mc^^^'riyy 
(eKcontent) t. »f -f-fb^ttfcr^ v 
y (Encrypted contents) ttt^. i& 

^ hi^fi^tt^ (;^7"^rs 10 6. s 1 0 7) o Bf^ 
(Encrypted conte 
nt s) <D^iyym^\^. l[Hl(D;f^=2t'- 

(CGMS) ;55jgi6ii^;^TVN6o 
[0 0 6 3] Sfi{fflco=&T^/W;^(i. =itf— ra^^ha- 
ZWif^ (CGMS) Sr. ^'i^hn— /W:^-Srt!i«I{C^M 

-g'^n-s^'tf— hn— /wif^ (CGMS) ^c^^o•r 

y^>-!ycDS?S(C*fJcSbyb=i>'hn— /V-^— (Kcont 
rol) Sr^^-r-So tVX^ ^OS^bfcriVhn- 

^r- (eKcontent) <^^-^{bSr»^L. fflr-^>(b 
$ttfc=2^^r'>'>^ (Encrypted conten 

t s) cost-^>fbSr»K^i-6yti?>o=r>-7^:/:y^— (Kc 

o n t e n t) Sr^^-T^ (><.X2^:rS 1 0 8) o ®X 
V^Tf*. *fjS;^t"6 =1 b D— /V-;^— (K c o n t r o 

[0064] rcDJ:p{C, ^HJgjf^^-Ct^. ffiSO^/^ 



17 

[0 0 6 5] rnt?, mx.^mB<oxb\^. — (Hico^=i 
[0 0 6 6] #Bt-^>fk1^>^;^ b y-AA. b(d^^<o--- 

m (CGMS) ^^mir^:Ltt^x^^o 
[0 0 6 71 rcoj: ^JfeSt^Yb^ h y— ^Sr. =^ ^ 

1 ^;lov^r^^Rf h y —a a, B^*'<DBt-^>fi^ 

[0 0 6 81 L,:^c:d5oT. 0 7 (a) ^C^$i^TV^5<^: 
:^ # 1 (i. st-^>fki^>^><. h y-^A;ii^e>Pt 

hy-i^A, B-^tt-en{-*f 
mi (b) ^c^$^^TV^^ J: ^^W>^#2 

^■f:^ h y— AB(;lov^-rti^<oBt-^>^k^^K^r5r t 
[0 0 6 91 rr-ct^j. ^gmfiOx-'W^St;!^ 

m/^^m -zfx^-^f^ ^(D^m^ -f^j^an^/tf^-^i^; 

[0 0 7 01 ESSr^figUT. gllcOPC 1 \ \c 
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rt^ (Plain Contents) ;5S^iEtc^ffl ^ 

[0 0 7 1 1 ^r-e. h W'-v^t'^^ 

10 >f ;^(;ifiMiiE*0iaa5 (Authenticator)co 

[0 0 7 21 tJlT. ^fc'— b;65i£:>^/^-(Hl<D^t 
=2 tf— pr<^y^v^^/^=^:^7"v:ySrSTB 1 2;!>^^§mb 
TDVD-RAM K^-Y::^! 1 60DVD-RAM^^ 

20 [0 0 7 31 1. STB 1 2 ^DVD-RAMK^-f 
116 ^tt-FtKO^SEgiS (Authnticator) 
12 1, 116 1 Sr^e^oT. ■?rtl.e>7^^<-r;=^ra(^^liE^ 

STB 1 2ll!l;0^^>fft-^>fk^jx-Ci^e>4xr5fe^=J> h 
/W^— (e K c o n t r o 1 ) SrDVD-RAM K 

y^':f\ 1 effifl-CPf-^Sr^t /w:^— (K c o 

n t r o 1) Sr^^-r^o 

[0 0 7 41 2. STB 1 2;5=^e>»t-^>ft:$*l.fc='V7^>^ 
^>=¥- (e k c o n t e n t) t'^^^\'C^fhftJf--y^^^^ 
30 =i>'7">-^>^^^t;iDVD-RAMK^-f :/l 1 ediilib 

[0 0 7 51 3. Bt-^>fb$n/c-r'v^^/V=i VT^^^^^t;!}^ 
nt'-^i^^ha-ywit^ (CGMS) :05-g'^*xTV^5o 
4. DVD-RAMK^-f >^1 1 6 f^K c o n t r o 1 
^rCGMS^^oTeKc o n t e n t t^^^^'rl^y 
(K content) Sr^J5K"f"^o e K c o n t e 
n t 1^^^=^— "Cfc^o 

[0 0 7 61 5. Kc o n t e n t-e^-^-fb^tt/tPf-f- 
^ti^^^^^^^y (Encrypted Content 
40 s) l^^<7)**p<^>rT(D±(C|S^$tt. *fiS;-r^Kc 
o n t e n t (1 ^^J ^ «S 9 J: o\^^^ ^--^<D^\ y 
:/^«(c|E®:$tu5o *fcCGMS<Ort^f:i "llil=«fc- 

i/;^ 7^ 5> r ^ -fe ^ -e ^ >i V §o 

[0 0 7 71 rtu^^/lS<^=^ V hn— /W*-r-<T 

CPU^v>^— /H 1 1 JcJ:oTtTt3tb^o )£fct-> Ell 
O^^fiSLT. DVD-RAM;^7^^Tt;i|B®$n/cBt 
-^<b=3 VT^^'^y (EncryptedContent 
50 s) ^f^^t•r^^^(-oV^TIft?gi-^c 
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[0 0 7 81 1. DVD-RAM K7-f:^l 1 6 ^MP 

EG2f^=3— y 1 1 5i:(om^. mm^n^o 

ff^-^it^ivtc=i>ht2—ju^-' (e Kc o n t r o 1 ) 
755DVD-RAMK^-f 7^1 1 6 ;6^ibMP E G 2 x =3 — 
yi 1 5{Z.mhtl^o 

[0 0 7 9] 3. MPEG 2 7"=^ — ^! 1 5f^(OAu t 
henticatorllSl'CeKcontrolO 
m-^^tirM^. K c o n t r o 1 ^5f^e>tu^o 
4. ^'^it=^>'r>y (Encrypted Cont 10 
ent s) tm^{^m-^it^ivtz.:=i>'r>'y^-' (ek 
content) ^ CGMS;d5DVD-R AM K^>r 7^ 
1 1 6;^>^ibMPEG2T^:=i — ^1 1 5^i^hth^o 

[00 8 0] 5. MPEG 27^=1— t^l 1 5<DAu t h 
enticatorllSl "CK controltCG 
US^^h eKc o n t e n t COBt-^>ft:Sr^t K c o n t 
ent €r^JEi£i"^o 

[0 0 8 1] 6. MPEG 2x=» — 1 SI^COD e - 
Cipherll52 J^K content ^i^^o 
7. I>e-C i phe T 1 1 5 2\ti=i>y'>'y^—{z.X 20 
!9Pt-^^t;=» (Encrypted Conte 
n t s) (Om-^it^M^. v-7^>-^(DP lain 

Text ^^^-r^o 

[0 0 8 2] 8. MPEG 27"=!— 1 5f*P 1 a i 
nTx e t Sr^^r^— KL:rc^t;iVGA=i^-hn — ^ 1 1 

^SCtcmSMIiEfflcOAu t h e n t i c a t o r gP^lS 

[0 0 8 3] ^tc. :z<DXo\m-^^t^titcy'^J^/U=^ 
[0 0 8 4] ;^j:*5. ;ir-e}i. h i/— v^t'-^W ;^ ^ L 

TDVD-RAMK^^:/^l?!l^bfc;d^ DVD-R K 
y^^. MO K^>f:/. HDD?i^{cigfflbTt5AV\ 

:L<DXo{^mmmm^m't^:^hu-i;!>v'y<^ ^ 50 



1-306092 

20 

\tPC<D^^j:h'r. «sj;ttfDVD:?^u— V^D-VCR 

-r^rt;65-T?#-5o I EEE 1 3 9 4^^/^;^^ 

L TSI^ L T t> <t V > r 1 1* t ^ A/-Cfc 5o 
[0 0 8 5] m-^^tLXm^^ih:5=^>'y'>'y<0 

[0 0 8 6] -r?St5ib. rtt^-CI^. nlf— :^pT. -in 

[0 0 8 7] ^r-r?. >^r"-^te3^SiJiS:=^&-ef*. ;^ h 
^pT. — [h]co;^:=i If— >fl^. ^fc(i=3f — — ) <D=2i^ 

(:»'S^. mm) {zm^-r^^^co^^ 

[ 0 0 8 8 1 g| 1 1 (CI*. *y^-^te2IStJPfi:;&jSS:ie^ 

[0 0 8 9] rr-cv^9. r^ifj ^ (ittfi^jffi^co^^ 

[0 0 9 0] y'—^mt)-^y^'rJ^3 0 11*^ VV—M.'f 

->5'(oiEti^fi3 0 2 b^th^^m^&iti't^'0^y 

V\ gll<?5 I EEE 1 3 9 4 v-y T/W<>^ 2 0 0 

-^^pc i^<ys 1 0 o^e^-eS)oTfc<tv\ 

[009 1] f^— ^A0;3®v'^7^A4 0 1 YXy^ V y — 
-^J^S-SftSi^lgSf^f-fc^o 1^1 (OP CI 1 

(C:JoV^r«. :M 1 3. C PU^v=^zx— 1 1 



21 

1. fc-5VMiMPEG27^=3— 1 S/jrifd^T"— ^AQ; 
Aa3g->>^7^A4 0 1 fiPCcO^^^/^e^-r, ®C01 3 9 4t^ 

[00 9 21 ^«iav';^v^ A 401 X^nWi^f—^ 
Sftfi^><>^:^:7:n— ;^gi54 0 2 hVm.'^'^b:^ h y — 

i.4 0 l<^^-lf^{;i<toTiF'J?>^^$ttfc:->;^7^AJ|| 

[00 9 3] jfcis. >r ;^gi5(ty:7 h'^j.TO 

v';^7^ Affl^-C^^ $ fhtimm t oJtti {c J: o (Dr' 
[0 0 9 41 mi 3{z.\t. :^ hV—J>^(0^<^iy h---y^ 

[0 0 9 51 Eil 3^c^ov^r^^. y^—^ftimi^^TJ>.4 

-^^<^yhA, B, C, D;^^^^«^$i^T^3^9. 

[00 9 61 7^— ^Aftai>';^v"A4 0 i<o;=^ b y— A^d 
PS^tMJc J: *9 . 7^-^*aSv^;:^7" A 4 0 1 {cm^-T^ 
r^^^j fjife^j (Dy"-^ (x-^A, x-^ 

D) ti*[is*f^;ei^e>^^$n^*^?*x^o ;^by-A$ij 

A4 0 1 {;il^^$tLTV^^i/;;^'7^AJlttW»d5Si#$ 

sftLyt>^ ^y-A<D^^•>>-^v ^--5/^^;l-^^^^Tv^ 

by-AMtttfffi^<OJttJd5fT:bn^ U7^>:y:/S 
2 0 1-^8 2 0 4) o -S:LTV^6/^^tf, ^co;^ h y 

5) . ^-&^cee>^^*Q^3@^^^^*v^ (;^7^>:y >^s 2 0 

6) o 
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[009 71 Lfc;dSo"C. fi^Oxtf. @l(OMPEG27^ 
=2—^/1 1 5JC7^— ^5^A3;3gi/;^7^A4 0 10><. h y — A 

r2:/7"V:V (X — iJ'A, B, C, D) (O't'-C. ifS: 

^(D r^j^^j r^^j {c^ifci-^T^-:^ (7^—^ 

— ^ (7^— ^j'B, >5^D) ^cov^-c^i^(Of^=I— K*5 

[0 0 9 81 cfcoT. (31 lOv/;?^7^A«^^^1^7^^^ 
20 [0 0 991 

[lasofffi^/^tj^egi 

[Ell *^K<D-*iS?^^(-«^:^>'t:-:x-r5'v^;^^ 
[EI21 [gli<Dv^;^-7^A(;i43tt5y:7 h!?airt^^— K 

T ^ <D §i# ^^"THo 
[0 31 |gIlcDv/;^-7^A-c,SVNfctb^^^IiE^3J:t;^^ 

[0 4 1 P|IJfe?g^(^v^;^7"A-C^ffi^tt^SIiE^!0i3@(D 

[0 5 1 n%mm^(Dl^:^'r MzMm^^^'T'^J^ 
l^y-i^yco:^ h y— A^^co— ^J^^-f 0o 

[0 61 mmMmm(Diy:^y'Mz.mm^fi^y'i^d'/\-^ 

L;^c:«^^^^^0o 

[0 7 1 m%m^m(oi^:^'rMz.mm^if\^^'fiy'^^^^ 

[081 m%'mMM(0^^^'rMz.m'fhi\.tL:^hu--i^ 

[091 l^|liS?^^cOi/;^7^A(ciS(te>tL3t:^ hi/— 
ft 6 <o|5lt;^^^lft?g't-5 ;^ci6c^0o 
[0101 'mnmmi<0^y:^y'MzM\^hMt.:^ hu- 

50 5g"r^fci6(O0o 
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24 



[011] mmmmm(Oi^:^'rMcmm^iv^y^—^m * 1 1 3- 

mi 2] mi i(oy^—^^mmm:^m-vi^m^^^^ 115- 

h y -M.y'-i^ (om^^^-m^TT^Tmo 1 1 e - 

[0131 mi i<oy^-^mi^mm:bm^x^'r-^m 117- 

m^mmi^ic^-rmo 121- 

[0 1 4 ] g! 1 1 <oy'—i^m^wim:^^<o!iiim^m^7jk 122- 

-f^^n-^^-ho 13 1"- 

[015] 1 3 9 4'^viyVicm'^itym'^imm^m 132- 

ntz.::^>^\^^—^i^::^'rJ^<Di^:^'rJ^m^^7f^Ty^iy 10 14 1 

>>0o 14 2- 

[^-^co^igj 1111 

1 1 ...^^w-y-^yl^:3:^tf^ — (PC) 1112 

1 2-'±iyhhry'^^y^:^ (STB) 1131 

1 3* •7^v>^y^t'-r:^;(7^^*:fcJiDV:j?7i=.=2— ^ (D 113 2 

VC) 115 1 

1 4 -'fZ^^/i^^y^^:^^y hX^^^^-y (D-VCR) 1152 

1 1 1 "CPU^v?^— /V 116 1 

1 1 2---±^^y * 

20 
[03] 



1^>f ^-r h^yttiT^i^^/wTv^oL— 

VGA:n>^ ha — ^ 
MPEG 27^=1— ^ 
DVD-RAMK^-rT" 
1 3 9 4:;^y yi^ 

W3s£U (Authenticator) 
BlP-^fb • m-^it^ (D e -/C i p h e r ) 
^IiElfI5 (Authenticator) 
Bt-^^fbSB (Cipher) 
^SEgP (Authenticator) 
Bt-^fb • m-^im (D e -/C i p h e r ) 
-MM^ (Authenticator) 
-m-^it^ (De-cipher) 
'M^jE^ (Authenticator) 
-m-^itU (Cipher) 
'W-M^ (Authenticator) 
-m-^^t^ (De-cipher) 
•^EES^ (Authenticator) 



Sink Devioe (a) 



Source Device (b) 



g8liESI(Ak)e 



eKxgAkTB&^& 



Request Autbentication & 
Random challenge Key (Na) 



Return Random chsdiengn (Nb) 



Send signed response message (Bv) 



Send signed response message (Av) 



Send encrypted Control Key (eKx) 



HSfctCiUBrtf^S 



Bvl^£^^Si:Na,Br 



(eKx) €: ft 5 
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1 1 1 
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CPU 
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